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* YIBIFH ~ R 7 1 Cyber-Physical System (CPS)

(am

* “A mechanism that is controlled or monitored by computer-
based algorithms, tightly integrated with the Internet and its
users” (Wikipedia)

* BJ8 ! embedded system, networked system, sensor network,
robotics, systems of systems, Industrie 4.0, smart city,
hybrid systems

tOME TSk o+ BRI T Y 2vFE
* KB : NSF Key Area of Research (2006-)
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Probabilistic Programs

] 1 x:=m
* Programs with 9 while z > 0 do
* random assignment 3 if prob(p) do
x = Gaussian(0, 0.2) 4 ri=x—1
| ) 5! else
* probabilistic branching S fim =z
if prob(0.2) 8 od
m— — (Say, m = 16 and P = 0.2)
Cr— —— |

* Example: right (random walk)

* Disclaimer: we disregard the Bayesian aspects
* observations, conditioning, priors/posteriors, etc.
* See e.g. [Gordon+, FOSE'14]. Languages: Church, Anglican, Venture, ...

7 Hasuo (NIl, Tokyo)



T :=m
while = > 0 do
if prob(p) do

Question What is

Pr(the program terminates)? e
xr:=x+1
fi

OO Ol Wi+

How do we define it? 4
Configuration graph (s, m = 16 and p = 0.2)

A state is a pair (program location, memory sta»te)

Transition by small-step operational semantics

=» MD (Markov chain) M

Pr(Termination) = Pr(M reaches ©)
|




Reachability Probabilities in PP

1l x:=m

* Question Whatis . Whiit}epfoi(g) do.
Pr(the program terminates)? Lo wmeod
§) r:=x+1
* How do we define it? oo

* Configuration graph = sav,m =16 and p = 0.2

* A state is a pair (program I§ real- and int- valued variables
=» infinite states
=» no “direct” automated analysis

* Transition by small-step o
* = MD (Markov chain

*  Pr(Termination) = Pr(M reaches ®)

lasuo (NIl, Tokyo)




Probabilistic Control Flow Graph
(pCFG) See e.g. [Chatterjee+, POPL'17]

T:i=m
while > 0 do
if prob(p) do

r:=x —1
else
r:=x+1

fi
od

-)\_-f-'L_\ @ (say, m = 16 and p = 0.2)
P 0%

i
N
|
N
g
O ~J O O i W N =
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Probabilistic Control Flow Graph
(pCFG) See e.g. [Chatterjee+, POPL'17]

T:i=m
while > 0 do
if prob(p) do

r:=x —1
else
r:=x+1

fi
od

-)\_-f-'L_\ @ (say, m = 16 and p = 0.2)
P 0%

\’ \
memory states (€.g. X

i
N
|
N
g
O ~J O O i W N =

Hasuo (NIl, Tokyo)



Given

a pCFG. n variables, state set L

£ o R
(Lebesgue measurable) target region

lo € L, g € R"
initial configuration

Answer
Pr(Reachc)




Use parametric certificates, i.e. functions

2 n
( fl e R 5 R )ZEL
to give approximate answers. Template-based synthesis

Qualitative questions
Pr(Reachc) =7 1 (almost sure reachability)
Pr(Reachc) >=7 a (threshold reachability)

Quantitative questions
Pr(Reachc) >= ?? (lowerbound, “verification”)
Pr(Reachc) <= ?? (upperbound, “refutation”)
Exp(StepsToReachc), upperbound, lowerbound, ...

“Concentration” [Chaterjee+, POPL’16]
Find B s.t. (x > B = Pr(StepsToReachc > x) < ae-bx)




Disclaimer

* For the coming definitions, the setting is:

A Markov chain (S, S = DS), and C C S

\_

a pCFG:
finite locations + memory states

y,

L3 oI 74 Y50 Sl 1107 A
=9 e\ Aom fe— \dLemy] /&
?A T
4 )

* a MC:
all the information as explicit states
=¥ infinite states

\_ /

12 Hasuo (NIl, Tokyo)




Additive Ranking Supermartingale

[Mclver+ PSSE’04] [Chakarov+ CAV’13]

Def. * Qverapprox.

Let (S, S ', DS be a MC,

7: Sf' — ]R_l:e a fu)nction. EXp(StepS t’O C)
Xn: S — R is defined by 0, o0

valued
the value of f

(X"?)(S) — ;tr(s)(s') * 77(8,) @Cﬁ— IE(atthenextstate)cIecreases LR
1
=Y Prs s em(s) 0

= Exp(n(s’) | s = §). . e ——————

Def.
Let (S, 8 = DS) be a MC, C C S.

n: S — R>q is a ranking supermartingale for C' if
e Vse S\C. n(s) > (Xn)(s) + 1.

e 1(s) = 0 implies s € C




Additive Ranking Supermartingale

[Mclver+ PSSE’04] [Chakarov+ CAV’13]

Def. * Qverapprox.
Let (S, S Iy DS) be a MC,
n: Sf' — ]R_l:e a fu)nction. EXp(StepS t’O C)

Xn: S — R is defined by Def.
Let (S, S — DS) be a MC, C C S.
(Xn)(s) =) tr(s)

n: S — R>q is a ranking supermartingale tor C' it

- ;Pr(s e Vse S\C. n(s) > (Xn)(s)+1.

= Exp(n(s e 1(s) = 0 implies s € C

Thm.
Let m be a ranking supermartingale for C. Then:

e Pr(Reachg) = 1 (almost sure reachability)

e Exp(Steps from s to C) < n(s)
T —— T Hasuo (NI TOKY0)




Towards Automated Reachability Analysis

\_

a pCFG:
finite locations + memory states

~N

y,

«a MC.:
all the information as explicit states
=¥ infinite states

\_ /

15 Hasuo (NIl, Tokyo)




The Martingale-Based Approach

* Use parametric certificates, i.e. functions

Def.
Let (S, S <= DS) be a MC, C C S.

( fl : Rn % R ) n: S — R>g is a ranking supermartingale for C if

: : le L N - 8
to give approximate answers. Ve € S\C. n(s) > (km)(s) + 1

e 1(s) = 0 implies s € C
[ — T

16 Hasuo (NIl, Tokyo)



Use parametric certificates, i.e. functions

Def.
Let (S, S <= DS) be a MC, C C S.

( fl : Rn % ]R ) n: S — R>¢ is a ranking supermartingale for C' if
leL )
e Vse S\ C. n(s) > Xn)(s)+1.

to give approximate answers.

e 1(s) = 0 implies s € C

T ———

Template-based synthesis

Fix a template, e.g. “each f; is a linear function”
(Coefficients are parameters)

Generate constraints for the parameters, so that

A n
( fl : R™ -5 R )lEL
IS a supermartingale

Solve the constraints, by
LP (linear template, Farkas’ Lemma),
SDP (polynomial template, Positivstellensatz), ...
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Approximate Bisimulation

[Girard & Pappas, IEEE Transactions on Automatic Control’07]

e s — (Qi,L, H,O,HZ) for + = 152

(O equipped with a metric d)  T; Ty
Def. ' Rg'
R: C Q1 X Q2is an g= [ [
approximate bisimulation
relation between T} and T if >

for all (g1,92) € R.
e d(H1(q1),H2(q2)) <€

[ [

o« Vo1 = q1,3q2 2 o, st (41, ¢2) € R
[ [

¢ \V/QQ ? qgvzlch ? q/17 s.t. (Qi,Qé) < Ra

Hasuo (NII, JP) 19



Approximate Bisimulation

[Girard & Pappas, IEEE Transactions on Automatic Control’07]

e — (Qi,L, H,O,HZ) for 1 = 1,2

(O equipzped with a metric d)  Tj Ty
Def. ' Rg'
R: C Q1 X Q2is an g= [ [
approximate bisimulation
relation between T} and T if 4?

for all (g1,92) € R.

e d(H1(q1),Ha2(q2)) <€
[ [
o« Vo1 = q1,3q2 2 o, st (41, ¢2) € R

[ [ ;o Once in a relationship,
* Va2 2 4,301 7 Gy, St (91, 42) € R, always henceforth

Hasuo (NII, JP) 19



Approximate Bisimulation

[Girard & Pappas, IEEE Transactions on Automatic Control’07]

e — (Qi,L, H,O,HZ) for 1 = 1,2

(O equipzped with a metric d)  Tj Ty
Def. ' Re'
R: C Q1 X Q2is an g= [ [
approximate bisimulation
relation between T} and T if 4?

for all (g1,92) € R.
o d(Hi(q1),H2(q2)) <€
[ [
o« Vo1 = q1,3q2 2 o, st (41, ¢2) € R

[ [ ;o Once in a relationship,
* Va2 2 4,301 7 Gy, St (91, 42) € R, always henceforth

Hasuo (NII, JP) 19



Incremental Stability (0-GUAS)

Incrementally Globally Asymptotically Stable

Def. A dynamics is said to be 0-GAS if
4 ICL function 3 s.t.

|x(@.t) = x(.t) | < B(llz—yl. )

where x(x, —) is the trajectory starting at x.

Hasuo (NII, JP) 20



Incremental Stability (0-GUAS)

Incrementally Globally Asymptotically Stable

Def. A dynamics is said to be 0-GAS if GAS
4 ICL function 3 s.t.

|x(@.t) = x(.t) | < B(llz—yl. )

where x(x, —) is the trajectory starting at x.

0-GAS

o

Hasuo (NII, JP) 20
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e increasing in ||z — y/|

v nental Stability (0-GUAS)

e decreasing in ¢

——oii-=  gentally Globally Asymptotically Stable

Def. A dynamics is said to be 0-GAS if GAS
4 ICL function 3 s.t.

| x(z,t) =x(y,t) | < B(llz—yll, )

where x(x, —) is the trajectory starting at x.

0-GAS

o

Hasuo (NII, JP) 20
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e increasing in ||z — y/|

v nental Stability (0-GUAS)

e decreasing in ¢

——oii-=  gentally Globally Asymptotically Stable

Def. A dynamics is said to be 0-GAS if GAS
4 ICL function 3 s.t.

|x(@.t) = x(.t) | < B(llz—yl. )

where x(x, —) is the trajectory starting at x.

Def. For a dynamics € = f(x) in R™, a smooth function t
V:R"® x R® = RT is a common 6-GAS Lyapunov function if O-GAS
there exist Ko functions a, &« and k > 0 such that

a(lle —yll) < Viz,y) < a(llz—yll)

Z—V(w,y)f(w)JrZ—v(w,y)f(y) < —kV(z,y) \/\/
T Y

>

t

Hasuo (NII, JP) 20



e increasing in ||z — y/|

v nental Stability (0-GUAS)

e decreasing in ¢

——oii-=  gentally Globally Asymptotically Stable

Def. A dynamics is said to be 0-GAS if
4 ICL function 3 s.t.

|x(@.t) = x(.t) | < B(llz—yl. )

V(x,y) is more or less
Vez=g7 e here x(x, —) is the trajectory starting at x.

D, ° For a dynamics & = f(ax) in R™, a smooth function

V"™ x R® — RT is a common 6-GAS Lyapunov function if
therei>xist Koo functions a, &« and k > 0 such that

a(llz—y|)) < V(z,y) < a(llz—yl|)
that decreases

along the oV oV
dynagmics %(wa y)f(x) + a—y(wa y)f(y) < —kV(z,y)

GAS
"t
0-GAS
\/\/ »t

Hasuo (NII, JP) 20



e increasing in ||z — y/|

— 0if |z —yl| =0

' nental Stability (0-GUAS)

e decreasing in ¢

— = 0ift = ©

1entally Globally

Def. A dynamics is said to be 0-GAS if
4 ICL function 3 s.t.

_ Hx(x,t)—x(y,t)H < B(Hx—yH,t)
V(x,y) is more or less

bez=g Wk here x(x, —) is the trajectory starting at x.

D, ° For a dynamics & = f(ax) in R™, a smooth function

V"™ x R® — RT is a common 6-GAS Lyapunov function if
therei>xist Koo functions a, &« and k > 0 such that

a(lle —yll) < V(z,y) < a(llz—yll)

oV
ox

that decreases
along the

g e (w,y)f(w)+2—‘;(w,y)f(y) < —wV(z,y)

Thm.
—

incrementally stable (§-GAS).

GAS

0-GAS

N

Asymptotically Stable

>

There is a 0-GAS Lyapunov function

t

Hasuo (NII, JP) 20



e increasing in ||z — y/|

v nental Stability (0-GUAS)

e decreasing in ¢

——oii-=  gentally Globally Asymptotically Stable

Def. A dynamics is said to be 0-GAS if GAS
4 ICL function 3 s.t.

|x(@.t) = x(.t) | < B(llz—yl. )

V(x,y) is more or less

Vezoglln. here x(x, —) is the trajectory starting at x.

>

D ! For a dynamics & = f(ax) in R™, a smooth function t

V"™ x R® — RT is a common 6-GAS Lyapunov function if O-GAS

therei>xist Koo functions a, &« and k > 0 such that

a(flz—yll) < V(z,y) < a(llz—yl)
that decreases
along the oV oV

>

Thm. There is a 6-GAS Lyapunov function {
— incrementally stable (§-GAS).

Switched extension: 8-GUAS, common Lyapunov func.

[Girard, Pola, Tabuada, IEEE TAC *10] Hasuo (NII, JP) 20



Discrete Abstraction via Incremental Stability

[Girard, Pola, Tabuada, IEEE TAC ’10]

For a switched dynamics © = f,(x) ...

Common .
5-GAS witnesses Incremental
Lyapunov func. stability
v (5-GUAS) »

Hasuo (NII, JP) 21
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Thm. Let V be a common 0-GAS Lya-

Discrete Abstraction via Incremental Stability

[Girard, Pola, Tabuada, IEEE TAC ’10]

For a switched dynamics © = f,(x) ...

Common

5-GAS witnesses Incremental
Lyapunov func. stability
V (6-GUAS)
* induces
Statespace abstraction

. _ . (Fig. from [GirardPT’10])
Approximate bisimulation ’

|z — ¢l <n
/Q

pd / X(7s, ¢, D)

-

punov func. lower-bounded by a. Then

(x,y) € R Py V(z,y) < ale)

yields an e-approximate bisimulation.




Discrete Abstraction via Incremental Stability

[Girard, Pola, Tabuada, IEEE TAC ’10] BlaeiEe veries fer

synthesis, supervisory control,

For a switched dynamics © = f,(x) ...

Common

5-GAS witnesses Incremental
Lyapunov func. stability
V (6-GUAS)
* induces
Statespace abstraction

. _ . (Fig. from [GirardPT’10])
Approximate bisimulation ’

|z —q'[| <mn
- )
(

e A x(75,4,p)

-

Thm. Let V be a common 0-GAS Lya-
punov func. lower-bounded by a. Then

(x,y) € R Py V(z,y) < ale)

yields an e-approximate bisimulation.

—




Bounding Errors by Switching Delays

[Kido, Sedwards & Hasuo, IFAC ADHS ’18]

Actual, with delay

Hasuo (NII, JP) 22



Bounding Errors by Switching Delays

[Kido, Sedwards & Hasuo, IFAC ADHS ’18]

Ideal, without delay
T 2T 3:TE 4T:>t -------

Actual, with delay

Thm. If the switched system has a common 5-GAS
Lyapunov function V, then the gap (L« dist., i) is bounded by

—1 V5O
(87
— 1 — e—k(7—0b0)

Here a, %, v are param’s of the dynamics and V.

Hasuo (NII, JP) 22



Bounding Errors by Switching Delays

[Kido, Sedwards & Hasuo, IFAC ADHS ’18]

Ideal, without delay
T 2T 3:TE 4T:>t -------

Actual, with delay

Thm. If the switched system has a common 5-GAS
Lyapunov function V, then the gap (L« dist., i) is bounded by

—1 V5O
& —k(T—3d0)
1—e No accumulation

Here a, %, v are param’s of the dynamics and V. of

22
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