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I-berld System

* Flow & jump
* Digital control in a physical environment

* Component of cyber-physical systems
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Hybrid System

Formal Discrete
verification Jjump
(computer science)
and
e Flow? ,
Continuous

e With minimal “flow”

cost?

m

Control theory
(applied analysis)
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Formal Verification
Approaches

% Hybrid automata

[Alur, Henzinger, ...; "90s-]

* Differential dynamic oglc

[Platzer & others, ‘07-]

| [w — 1 Whlle BHE 3]

* Differential equations, explicitly

=» distinction jump vs. flow
Hasuo (NII, JP)



“Turn Flow into Jump”

% Infinitesimal number dt

=07
: %* “Infinitely small” :
while (£ < 1) do { bk
Ra3: Qi<idt < r
} t:=1+dt for any positive real r
execution?
[Suenaqa asuo, ‘ -
e ooy aia] % Non-standard analysis!
[Suenaga, Sekine & Hasuo, POPL13] [Robinson ‘60s]

[Kido, Chaudhuri & Hasuo, VMCAI'16]

S — T——— Hasuo (NII, JP)



{Program Verif. Techniques

| % Esp. invariant discovery
Static Analysis
Nonstandard Static Analysis

Nonstandard Analysis

Inﬁni’resimal dt |

Hasuo (NII, JP)



Part Zero:
Deductive Verification &
Static Analysis
by Hoare Logic



Hoare Logic

Sir Antony Hoare
(1934.1.11-)
Microsoft Research, Cambridge

% [Hoare, 1969]
* Also called: "Program logic” "Floyd-Hoare logic”

* Related: Dynamic logic, Kleene algebra with
tests

* A system that derives Hoare ftriples

LIS QLSRRI LA

% program i .
s pOStTCONdition”

| “precondition”




-
) s

{A)P:{c} {C} P (B%Seqump)
{A) P:P2{B)

{Aanb) Pr{B} {An-b} P>{B)
(If)
{A} ifbthenPielse P2 {B}

{AAD) P {A)
{A} whilebPi{AA=Db}

(While)



Deriv. Rules of
Hoare Logic

 AsA (A )P iB) B’=>3C0nseq)
\
: {A)P{B)

10



Deriv. Rules of
HOGI’Q L 0 Ais a loop mvamm'v . '

pm o mmmmmom mmmm rr
- (AAb) P1{AY :
- (While),
: (A}whllebP1(A/\—-b} .
Out of the loop = A
;’ b must be false
% E.g.:

k*(n!)=N! k:=k*n; ( sisang }
( A n>0 } n:=n_'| k (n-)—N-

(While)

while (n>0) Eizzess
( k*(n!) = N! } k::k*n; ( k (n')—Nl }
A n=0

n:=n-1



Proof by Hoare Logic

* Goal: derive the Hoare triple

while (n>0)
( k=1 A n=N } k:=k*n; { k = N! }
y

n:=n-1

12



Proof by Hoare Logic

(Assign) (Assign)
k*n*((n-1)!)=N! faaas k*((n-1)1)=N! k*((n-1)!)=N! -t k*(n!)=N!
( A Nn-1=0 } St (/\ n-1=0 } ( A Nn-1=0 } n.—n-1( A n=0
(SegComp)
k*(n!)=N! L e/ . AN\ W ] .
ANZ0 A >0 ( kn*((n-1))=N! } kizken;  fitbmbiblin®
= k*n*((n-1))=N! A e n:=n-1 | |oop invariant
-1=0
- (Conseq)
k*(n!)=N!
{ i ) k:=k*n; ( k*(n!)=N! }
A n>0 n:=n-1 A n=0
k=1 A n=N (While)
' k*(n!)=N!
i ey =N Y Ve (220) - g =Nt sl
k*(n!) = N! k:=k*n; Ao A nN=0 A =(n>0)
A n=0 & Ere
A Nn=0 n:=n-1 A =(n>0) = k=N!
(Conseq)

while (n>0)
( k=1 A n=N ) k:=k*n; ( k = N! }
13

n:=n-1



Soundness,
Completeness

* Soundness: “"What is derived is true”

* "No lies”

* Derivation power is not too much

* Indispensable (unsound =» not “formal verification”!)
% Completeness: "What is true can be derived”

* Derivation power is as strong as possible

* Often unavailable (no help... Godel's incompleteness)

* Hoare logic is sound and relatively complete

14



Deductive Verification,
Static Analysis

* Hoare logic

* A prototype of deductive verification
frameworks

% Static analysis (instead of dynamic)
* Doesnt execute the program

* Loop invariant =>
"however many times the loop iterates”

19



[/
Today's Talk: standard
textbook
[Winskel]
Framework .o, casn
.y dt dt dt
While Assn Hoare
Programming lang. First-order assertion | Hoare-style program
lang. logic
while (t<a) do {
t:=t+1; Iz (x=2%2z A y=3*z) {A /\ b} C {A}
if ... {A} while bdo c{A A —b}
t

Rigorous semantics by non-standard analysis |

- Hoared : sound and relatively complete

» Program verification/static analysis of hybrid systems

« Actual verification with NSA Hasuo (NII, JP)



. ~ The
u l n e Theoretical ctandard
textbock
]\\’Il"“\ |

Fram ework [SwenagadH., ICALP L)

.01, 00 dt dt
While Assn Hoare
Pregramming lang. First-order assertion | Hoare-style program

lang. logie
vhile (L<al de o g 9
bi=tel; Riln=2ez A y=3e2) {Aabrefd}
2 s 1A} while bdo c{A A —b)

% Theoretical foundations

w/ or w/o dt .. s
sk Whiledt, Assndt, Hoaredt . L, ssems
=» logically "the same
* Rigorous semantics via NSA —

* Transfer principle, “sectionwise lemmas”

* Static analysis techniques, transferred as they are

* Phase split (sharma,piligDillig,Aiken; cAv11]
[Balakrishnan,Sankaranarayanan,Ivancic,Gupta; EMSOFT'09] [Gopan,Reps; SAS 07]

% Differential invariant (piatzerciarke; CAV08]  (q,enaqa & Hasuo, 1cALP]

[Hasuo & Suenaga, CAV’12]
X ... and mO]"e! [Suenaga, Sekine & Hasuo, POPL13]
[Kido, Chaudhuri & Hasuo, VMCAI'16]




Part I:
Theoretical
Foundations




Nonstandard Analysis

"Infinitely small” ‘

* Analysis with an infinitesimal 0, e.g.

f 1s continuous <=

(\V/’l“ & R_|_)
| — x| is infinitesimal SR
—> |f(x) — f(«’)| is infinitesimal

T — B }

% Cf. Leibnizs monad

% Done naively =» contradiction!

Logical foundation via an ultrafilter
[Robinson,1960]

Heswo RII, JP)



Hyperreals

= Reals + Infinitesimals + ...

Defn.
The set of hyperreal numbers is

R — RN/N}- — [(ao,al,az,...)}

* Operations: (a0, a1,-..) ]
sectionwise i2 Egzz’frl;,;;;)lu YR
% Reals are R < *R,
hyperreals SIS e S

—— Hasuo (NII, JP)




Hyperreals

= Reals + Infinitesimals + ...

Defn.

The set of hyperreal numbers is

TR —

* Predicates:
sectionwise,
“for almost all i”

. “For sufficiently large i” |
. “Except for finitely many i”

RY/{~5 3 [(a0,a1,a2,...)]

(ai)ien| < [(bi)ien]

<
o o

a; < b;
{t € N|a; £ b;}

is finite

Precise defn. is via an ultrafilter F :

[(ai)ien] < [(bi)ien]
<— {t1€N|a; <b;}eF
L — e

“for almost every 2”




Hyperreals
= Reals + Infinitesimals + ...

Defn.
a;)q < [(bi);
The set of hyperreal numbers is [( ) EN] [( ) EN]

PZ e SHESH  BREmE 1 | “for almost every 2”
RE= RN/~ 2 < {i€N]|a; £ b;} is finite

..) | is infinitesimal.

: )
N
* A A.‘.
1
N S HE)

Hasuo (NII, JP)



Hyperreals
= Reals + Infinitesimals + ...

Dein.
a;)q < [(b;)4
The set of hyperreal numbers is [( ) EN] [( ) EN]

P e SHEEH ¢ BEE <SS 1 1 “for almost every 2”
R = RN/ NF e {’L e N | a; £ bz} is finite
Ty =1 T
Rroplitiwiin=— [ (1, e ) ] is infinitesimal.

T:W T TT———————————————

Prop. w=|(1,2,3,...)| is infinite.

Hasuo (NII, JP)



Trouble... Resolved

0 (1,-1,1,-1,...)]

2
<
(&

* Meaning of “almost every i  extended

X ...SO 'I'hCl'I' For each S C N, exactly one of

S and-- NS

is “almost all 2.”
| —
Defn.
* -) U “'raﬁ H'e r! The set of hyperreal numbers is

R 1= RN/@

+

24



Filters & Ultrafilters

Given X C N s Defn.

“yes, almost all!” or “no!” A filter F C P(N) is that which satis-
fies Cond. 2.-4.

Defin.
An ultrafilter F C P(N) is such that:

Prop.
1. For each X C N, exactly one of
Fo.:={S CN|N\S is finite}

X and NN X is a filter (the cofinite/Frechet filter).

iS n .F e — EE——
Prop.
e e e —— XY e R Any filter F’ can presexterdettorarnrl,
trafilter F D F'.§( |
Cor.
40 zF There i1s an ultrafilter .7;: such that

I T | F. CF.




Dein.

The set of hyperreal numbers is_

R := RY/ £F

£ — T ——

Thm. (Transfer Principle)
a first-order formula.
its *-transform. Then

A:

R

Same as A, except:
VeeR inA is
Ve € *R in *A

=aARTEC

R

O ——

Ultrafilter
Hyp e: (existence by AC)

= Reals + Inh

‘---------—-—-—-—-—-—-—

Defn.

An ultrafilter F C P(N) is such that:

1. For each X C N, exactly one of
X and N\ X
is in F.
2. X, YeF=XnNnY cF
3. XeF,XCY =YcF
4. 0 ¢ F

(a;)ien] < [(b:)ien]
— {te€NJa; <b}eF

LSSV 180E

1 Il B E E EEE

R and*IR are
“logically the same” :,)



Theoretical
Fram ework [Suenaga&H., ICALP 11]

.y dt dt
While Assn
Programming lang. First-order assertion | Hoare-style program
lang. logic

while (t<a) do {

ti=t+1; 2 (x=2%z A y=3%z) {AANb}c{A}

if ... {A} while bdo c{A A —b}
b

Rigorous semantics by non-standard analysis

Hasuo (NII, JP)



e T T TS 0 While +dt
" Whiledat *
-

«-mmmmw AEXP = a — K
where ¢, is a const. for r € R, aop~E {+,—,-,",/}
BExp > b = true | false | by Abs | 2b | a1 < as
Cmd > c = skip | x :=a | c15¢2

| if b then c; else ¢ | while bdo c

" Assndt F
C

4 = = = =

A

true | false | A1 A Ag |A | a1 < az |
Vr € *N.A |V € *R. A

"l O N N N Wy

)
i
; Hoaredt

B=—=--- B '
{A} skip{A}
{A}ei {C} {C}c2{B}

{A} ci15c2{B}

{ANb}c{A}
{A} while b do c {A N b}

e

(ASSIGN)

(Skrp) {Ala/z] } x := a {A}

{AAb}ci {B} {A A -b}c:{B} (IF)
{A} if b then c; else c3 {B}
FA=A {A'}c¢{B'} =B =B
1A} c{B}

(SEQ)

(WHILE) (CONSEQ)

11, IP)




/S § While + dt
" Whiledt °©
i

P AEXp ) a — dt
where c,. is a const. for r € R, aopE {+,—,-,",/}
BExp > b = true | false | by Aby | =b | a1 < az
Cmd > c = skip | x :=a | c15¢2

| if b then ¢y else ¢ | while bdo ¢

AsSSn, *-transformed

’-----‘

] Assndt ]
3 A = true|false| A1 AAs|—A|a; < as|
Ve € *N. A | Vx € *R. A

&4 = = = m

Wl N N N N Wy

)
i
; Hoaredt

B=—=-=- B '
{A} skip{A}
{A}ei {C} {C}c2{B}

{A} ci15c2{B}

{AANb}c{A}
{A} while b do c{A A —b}

e —

(ASSIGN)

(SKi1P)

{Ala/z] } x := a {A}

{A} if b then c; else c3 {B}
A=A {A'}c{B’'} =B =B
{A}c{B}

(SEQ)

(WHILE)

(CONSEQ)
NII, JP)




/S § While + dt
" Whiledt °©
i

ynfax

< = = = m AEXP = a — N
where c,. is a const. for r € R, aopE {+,—,-,",/}
/ o = BEXxp 3 b = true | false | by Abs | 7b | a1 < as
Th e C = skip | x :=a | c15¢2
m, B if b then c; else cz | while b do c

Co I'i]eg T —
_ plefe a’re SOZJ —
| _ . 72&7 a
nd ,.
---—-- ] EZQZ
I a P ‘Ve / 7
» Hoare® ' precisely the SIS —
=, - - & | - — =
{A} skip {A} (SKiP) {Ala/z] } x := a {A} (ASSIGN) = \,/
{A} i {C} {C}c2{B} {AAb}ei{B} {AA-b}ca{B}
{AY c1;c0 {B} (SEQ) {AY if b then ¢; olse 3 (B} 1)
{AAbYc{A)} g FAZA {AYe{BY EB' =B

{A} while b do c{A A —b}

e —

1Ay eiB) JII, JP)




Denotational Semantics:
Challenge

iby===hil { 4% {Apnsd § 15E

while (£ < 1) do { while (true) do {
ti—t—+dt t——t=dt
} }
B — i T — T —

D

D

=1 dt 1 (divergence)

* Semantics by "sectionwise execution”
Hasuo (NII, JP)



Denotational Semantics

% Execute sectionwise and
bundle up the outcomes!

it ebamiiil
while (<l
s PESE i p Rl TR [ PR

Hasuo (NII, JP)



Denotational Semantics

% Execute sectionwise and
bundle up the outcomes!

it ebamiitil
while (<l
s PESE i p Rl TR [ PR

Hasuo (NII, JP)



Denotational Semantics

% Execute sectionwise and
bundle up the outcomes!

PELUEINE TR Y o INRUE YR

whifla Gt ciitail i1 e )
5|2 EEE

=g e e beD)
23 :

T :=1:+(1

Hasuo (NII, JP)



Denotational Semantics

% Execute sectionwise and
bundle up the outcomes!

Oth section 1st section 2nd section
tT 0 Ll i=0; t := 0;
while <D while (t < 1) while (t < 1)
1 1
- 4 . Si== UL = =T 4
t G BT t t + 5 3 t t 3
Al _ el S— —
t-="1 ti =1 ti=1
S — T T — T UUNNNNNE  TUmmmmmmm—— ——— T ——

Hasuo (NII, JP)



Denotational Semantics

% Execute sectionwise and
bundle up the outcomes!

- FEMICE TN B AR (ol FEYE REGY D

while (£ <" (1[1,1,..:))
SRS

SEa s
21213 2

S — B |

BB [ e Bgn iy

P ;ﬁ

T :=t+(1

Hasuo (NII, JP)



Denotational Semantics

% Execute sectionwise and
bundle up the outcomes!

it ebamiitil
while (<l
s PESE i p Rl TR [ PR

— —

t=1

F —“

Hasuo (NII, JP)



Denotational Semantics

% Execute sectionwise and
bundle up the outcomes!

it ebamiiil
whillentEa<= i)
s PESE i p Rl TR [ PR

Hasuo (NII, JP)



Denotational Semantics

% Execute sectionwise and
bundle up the outcomes!

it ebamiitil
whillentEa<= i)
s PESE i p Rl TR [ PR

Hasuo (NII, JP)



Denotational Semantics

% Execute sectionwise and
bundle up the outcomes!

i fle sk B0 danus s RAY U

o 1 2 R G e (1 PR
g

i

T :=t+(1

Hasuo (NII, JP)



Denotational Semantics

% Execute sectionwise and
bundle up the outcomes!

Oth section 1st section 2nd section
tT 0 Ll i=0; t := 0;
while (t <= 1) while (£t <= 1) while (t <= 1)
1 1
- 4 . Si== UL = = St T
t G BT t t + 5 3 t t 3
d B _ | Mov— —
RE el Re e | t=1+l 1:=1+i
2 3




Denotational Semantics

% Execute sectionwise and
bundle up the outcomes!

AR oY) € e B AREE sy o
vt B SRR e g R O R (R [ SR )
8 g
L=t +(19 59 57) ;
S — |
=i
AN (4 B SN ATSO R G Bl xR eSSt AgE T ncabny )
D
Pﬁ ﬁ

Hasuo (NII, JP)



Denotational Semantics

% Execute sectionwise and
bundle up the outcomes!

it ebamiitil

while (t <= 1)
s PESE i p Rl TR [ PR
tisalntzdt

F —“

Hasuo (NII, JP)



Denotational Semantics

% Execute sectionwise and
bundle up the outcomes!

it ebamiiil
while (true)
s PESE i p Rl TR [ PR

Hasuo (NII, JP)



Denotational Semantics

% Execute sectionwise and
bundle up the outcomes!

it ebamiitil
while (true)
s PESE i p Rl TR [ PR

Hasuo (NII, JP)



Denotational Semantics

% Execute sectionwise and
bundle up the outcomes!

P ESCEINE (D B ) o) Kl Rk U
while (true)
ti=ie

9

R
5 g,ooo);

Hasuo (NII, JP)



Denotational Semantics

% Execute sectionwise and
bundle up the outcomes!

Oth section 1st section 2nd section
o= 1105 il A til:= 03
while (true) while (true) while (true)
1 1
PRS- SNE Ty BENL t:=t+;; t:=t+§;
it i — — —r
8 s 1




Denotational Semantics

% Execute sectionwise and
bundle up the outcomes!

AR —IEE 1) o0 § £ 3 Nm=mmwaw) i
while (true)

it
b=t e gy geenn)
S — B
IEie Sl e )
T — E—— |

Hasuo (NII, JP)



Denotational Semantics

% Execute sectionwise and
bundle up the outcomes!

it ebamiitil
while (true)
s PESE i p Rl TR [ PR

4

F —“

Hasuo (NII, JP)



Denotd!

t:=0; | [ t:=0;
while (t < 1) do wih seqtion | ghile (¢ < 1) do

t:=t+dt | Gt as

Hyperstate (stores hyperreals)
Def.

;zﬂzo il i ﬁ?{f Fi The i-th section of a WHILE™
idé]]a £o6 = w—ll — [1(01, .;_2, Lt expression e 1S

truele = [£2 = 1 ]

lax < azlo = [ai]o < [az]o

lealon o © [ :=a]o := o[z [a]o] [cisc2]lo = [e2]([ei]o)

|[if b then cq else ca]o := {

[while b do c]o := ( | (while b

lei]o  if [b]lo =t
lca]o  if [b]lo = ff

do ¢)|; | (Ui) )iEN Bundled up

Section of a program

Applied to a section
of a memory state

Hasuo (NII, JP)



J

“Sectionwise Lemmas’

Sectionwise Execution Lemma.
For any expr. e and 7 € N,

[e]o = [ ([elil(a]i) );cn] -

Sectionwise Satisfaction Lemma.
For any hyperstate o and an ASSN®
formula ¢:

| £os' Theorem
ocE=Ep < |

ol; = pl|; for almost every 4.

R —— T ———— Hasuo (NII, JP)




“Sectionwise Lemmas”

Lem. (Sectionwise validity of Hoare triples)

— {A}c{B} —
— {A\z} cl; {B\z} for almost every «.

T

Interface for transferring
static analysis techniques

Hasuo (NII, JP)



Q. Is a Whiled program
executable?

* A. Not exactly.

* A modeling language

* Not numerical approx., but exact modeling

* Advantage:
close to a common programming style

% Static analysis = no need to execute!

* Mathematical semantics suffices
Hasuo (NII, JP)



% 1 The
u l n e Theoretical i
fe/xtbaok
Fram ework [swenagad.. ICALP'LL] ‘\.‘]\\ln:-\ |

= _dt __dt
Suenaga & H., While - AssnT Hoare
i Pregramming lang. First-order assertion | Hoare-style program
ICALP 11 vhile (t<al do { lang 09
1=y Li=L*l; Bila=2ez & y=342) {AAM~[A)
kS * (A} while bdo c{A A —b}
]

i % Theoretical foundations
+ Whiledt, Assndt Hoaredt w/ or w/o dt ...

4 . 1\ "
* Rigorous semantics via NSA logically “the same

* Transfer principle, “sectionwise lemmas” Done?i’

H. & suenadk Static analysis techniques, transferred as they are

cAvV'12 ¥ :
* Phase split [sharmapilligpilligAiken; cAV/11]

[Balakrishnan,Sankaranarayanan,Ivancic,Gupta; EMSOFT'09] [Gopan,Reps; SAS'07]

%k Differential invariant [platzerclarke; cav'os]

% ... and more!
Hasuo (NII, JP)



Part 1I:
Exercises in
Nonstandard Static Analysis



Wl B I = = I N N N N NN N

"

1 (Tiny) fragment of :
-

-

Euro. Train Ctrl. Sys. (ETCS)
L

b o mn e r  mm me e e e e

Exercise 1.1

. r g-— '-J‘
— N -
. ® =)
| - — -

2
\
|
S
while v > 0 do {
W'h-i'lm'!'/c:f'!n! t::O;
. ifm — z < sthena:= —belsea:=ap;
s: big enough : while t < € do {
b: big enough RS
‘ao: small enough G nm e 5o
13

-~

Q. Find A s.t. = {A}ETCS, {z < m}

Hasuo (NII, JP)



What We'll Be Doing
(with dt's around)

(Assign) (Assign)
k*n*((n-1)!)=N! faaas k*((n-1)!)=N! k*((n-1)!)=N! -t k*(n!)=N!
( A Nn-1=0 } St (/\ n-1=0 } ( A Nn-1=0 } n.—n-1( A n=0
(SegComp)
k*(n!)=N! L e/ . AN\ W ] .
Anz0 A n>0 ( k*n*((n-1)1)=N! } kizken;  fitbmbiblin®
= k*n*((n-1))=N! il =0 n:=n-1 | |oop invariant
-1=0
- (Conseq)
k*(n!)=N!
{ i ) k:=k*n; { k*(n!)=N! }
A n>0 n:=n-1 A Nn=0
k=1 A n=N (While)
i k*(n!)=N!
i ey =N Y Ve (220) - g =Nt sl
k*(n!) = N! k:=k*n; Ao A nN=0 A =(n>0)
A n=0 & Ere
A Nn=0 n:=n-1 A =(n>0) = k=N!
(Conseq)

while (n>0)
( k=1 A n=N } k:=k*n; ( k = N! }
57

n:=n-1



v x dt;
a *x dt;
dt }}

<
I
<
+ + + A

Strategyl “Phase split”

! [Sharma,Dillig,Dillig,Aiken; CAV’11]

eps && v > 0) {

while (v >
a := a0;
while (t

zZ = Z

V =V

t (= t
while (v >
a := -b;
while (t

zZ = Z

V =V

t (= ¢t

| [Balakrishnan,Sankaranarayanan,Ivancic,Gupta; EMSOFT'09] [Gopan,Reps; SAS'07]

O+ + + A

+ A

%& m - z >=s8) { §
t = 0; )
eps && v > 0) { |
v x dt; e
a0 x dt;
dt }}; ¥
& m - z < 8) { ™%




i Ph Split
The set of holed commands Cmd| 7 is: ase P l

Cmd; 2 h = if [ ]|thencyelsecz|hsc|cih| (Standard Ver'.,
if b then h else c | if b then c else h for While & HOare)
For each holed command h, its pre-hole fragment h is: [Sharma,Dillig,Dillig,Aiken; CAV‘11]
if [ ] then c; else ¢y := skip
hic := h c; h c;h

assert b ;B while bg do |...(if...)...

assert —b ;h T 7

. while bg A\ —bg do | ... ] ;
1nto :
while bg N bg do

if b then h else ¢
if b then c else h :

e —

Lem.
If a Boolean expression by € BExp satisfies

= {b}h{b.} , k= {-bs}h{-bc} , 74d |= {bg Abs}h[be]{-bgV b},

then we have

| while bg do h[b.] | =

K- sionpsiois S

o s N S PO P S P2 O 4 .

| while (bg A —bs) do h[false] ;
while (bg A bs) do h[true]

‘-’ o —

| h[ _]is a command containing

é if [ _ ] then ... else ... |
. | Hasuo (NII, JP)
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Defn. 0
The set of holed commands Cmd| ;is: as e P l

Cmd; ;2 h = if[ ]thenc;elsecs|hjc|ch |
if b then h else c | if b then c else h

| i (Nonstandard Ver.,
For each holed command h, its pre-hole fragment h is:
if [ ] then ¢; else ¢z := skip For Whiledt & HoarEdt)

h;c := h c;h c;h
if b then h else c assert b s h
if b then c else h := assert -b;h

‘ Lem.

If a Boolean expression by € BExp satisfies

== {bs}ﬁ{bc} piile == {—ubs}ﬁ{ﬂbc} HEandid= {bg A bs} h[b.] {—ubg Vi bs} ;
then we have

[ while bg do h[b.] | = |l while (bg A —bs) do h[false] ; H

while (bg A bs) do h[true]

R |

PrOOfo : :

- Sfh . YRl fh |.1 | ST _ l
— {b.,} h {b.} & = dh A RL IR LY l ==>> | vhile bg|; do hl;[bels] |
— = fh 1. hl.Lh |} l : __ || while (bg|; A —bs|;) do h|;[false] ;
= {—bs} h{—b.} = {bali} hli {bel:} : | T | while (bl A bsl) do hi[true]
— {bg A bs} h[bc] = {ﬁbS|i}h—|i{_'bC|i} ')

sectionwise 1}

(1),
Q
o
X.
(oh 2
{—bg V bs } S| {beli A bali} hlalbeli] | O
i/“ {—bgli V bsli} VA .
U‘@ ; Qs [[ while bg do h[b.] ]]
: __ || while (bg A —bs) do h[false] ;
(for almost all i) while (by A bs) do h[true] )




Transferring
Static Analysis Strategies

[[while bg|,,; do h|,,,[bc|z] ]]

__ || while (bg|; A —bs|;) do h|;[false] ;
|| while (bg|z AN bs|z) do h|i[true]

. {bs}ﬁ{bc} ) —

= {=bs} h {—b.} = {bs)i} hli {bcli}

= {bg A bs} h[b.] : = {=bs|i} bl {—bei}
= {bgli A bsli} hli[bel:]

'« sectionwise ()

| while bg do hlb] |

(for almost all i) [ while (bg A —bs) do h[false] ;
~ || while (bg A bs) do h[true]

% Doesnt matter what “std. ver’ is

* => modular method for transfer
Hasuo (NII, JP)



while (v > 0) { while (v >0 && m - z >=s) { |

ifm- z < s a := a0; t := 0; i
~ then a := -b while (t < eps && v > 0) { {
else a := al; z =z + v * dt; ot
t := 0; N v :=v + a0 * dt;
while (t < eps & v > 0) { = t :=t + dt }}; :
z = z + v x dt;  T " while (v > 0 & m - z < 8) { ™7}
v := v + a * dt; B a := -b; t = 0; ”
t =t + dt }} A} while (t < eps && v > 0) {
;f z =z + v x dt;
{z < m} ,% V =V - b x dt;
 — — t :=t + dt }}
{z < m}
e ———— EE—

g

| strategy 1 “Phase split”

! [Sharma,Dillig,Dillig,Aiken; CAV'11]
: [Balakrishnan,Sankaranarayanan,Ivancic,Gupta; EMSOFT 09]
! [Gopan,Reps; SAS'07]




while (v > 0 & m - z >= g) { if (v > 0)

a := al; t := 0; then
while (t < eps && v > 0) { while (m - z >= 8) A
Z =z + v x dt; a := al; t := 0;
v := v + a0 *x dt; while (t < eps) {
t :=t + dt }}; Z = z + v *x dt;
while (v > 0 & m - z < s) { v := v + a0 * dt;
a := -b; t := 0; t =1t + dt }}
while (t < eps && v > 0) { else skip;
z 1=z + v * dt; while (v > 0) {
Vv := v - b x dt; a 1= -Db;
t :=t + dt }} s i
Strategy 4
{z < m}

i“"Differential invariant”

[Platzer,Clarke; CAV'08]

Startegies 2,3
“Superfluous guard elim.” “Time elapse”



if (v > 0) if (v > 0)

then then
while (m - z >=8) { while (m - z >= s) {
a :=a0; t := 0; a :=a0; t :=0;
while (t < eps) { while (t < eps) {
z =z + v x dt; z =z + v ¥ dt;
v := v + a0 * dt; v := v + a0 * dt;
t := t + dt }} t =t +dt }}
else skip; else skip;
while (v > 0) { (v>0Vm>z)A
a := -b; { (b?at? 4 4bdtv + 8bz + 4v? < 8bm }
z =z + v * dt; \/bdtv—|—2bz—|—fu2§2bm)
v :=v - b x dt } while (v > 0) A
a := -b;
{z < m} z =z + v x dt;

Vv :=v - b x dt }

Strategy 5
“QE Invariant”




QE Invariant

Lem. In HOARE®,

P { (=b = A) A }
e TR L Rl ) = e

while bdo x := a {A} :

i quantifier must go!
t (fo manage complexity) |

* Quantifier elimination

* Tarski, CAD algorithm, Resolve in Mathematic i —

%k e.g. :‘V’:BE]R.(:B2 ax b>0) «— a’—-4b< 0

% then :‘v’a:E*R.(ccz—l—a:c—l—b>O) 1 gl=4b <0

T — BEE—

by transfer! Hasuo (NII, JP)



if (v > 0) if (v > 0)

then then
while (m - z >=8) { while (m - z >= s) {
a :=a0; t := 0; a :=a0; t :=0;
while (t < eps) { while (t < eps) {
z =z + v x dt; z =z + v ¥ dt;
v := v + a0 * dt; v := v + a0 * dt;
t := t + dt }} t =t +dt }}
else skip; else skip;
while (v > 0) { (v>0Vm>z)A
a := -b; { (b?at? 4 4bdtv + 8bz + 4v? < 8bm }
z =z + v * dt; \/bdtv—|—2bz—|—fu2§2bm)
v :=v - b x dt } while (v > 0) A
a := -b;
{z < m} z =z + v x dt;

Vv :=v - b x dt }

Strategy 5
“QE Invariant”




if (v > 0)
then
while (m - z >= s8) {

a iz 20:  t := O { ... (Qong fml. with dt) }

while (m - z >= 8) {

while (t < eps) { _
Z =z + v *x dt; 3 :_ 203 N
a4 a0 % o while (t < eps) {
t:—t+dt}}, zomETran
else skip; + some fwd. v :=v + a0 xdt;
(0> 0Vm> 2)A propagation t =t +dt }}
{ (b%dt® 4 4bdtv + 8bz + 4v* < 8bm } fthle iv > 0) {
\/bdtfv—l—2bz—|—f02§2bm) 9 := _b-
while (v > 0) { ’
N Z =z + v *x dt;
Z := Z ; v * dt; viTvobxdrd

v :=v - b x dt }
iteration: x0/a times?

—— ~ — ™ %  approximated by
N o [x0/a)  orfx0/a]
Strategy while (x < x0) {. *  =» monotonicity regm

“Iteration count” =x:==x+a2 must be discharged
+



{ ... (long fml. with dt) }
while (m - z >= 8) {
a := a0; t := 0;
, while (t < eps) {
Z = Z v * dt;
a0 x dt;
dt }}

+ + + A

while (v > 0) {

Z =z + v *x dt;
Vv :=v - b *x dt }

;4
= - B rgn 3y 1 o PN, | A O os v e i
N s Serimes p 5 S &

Strategy 7
“Cast to shadow”

"

long fml. w/o dt, whose core is

P
' a0(26\/2a0(m — 58— 29) + v2 + be? + 2m — 25 — 220)

—|—2b€\/2a0(m — 85— 2z0) +v3 + a(z)e2 + vg < 2bs

e s o

the final
outcome

Lem. If:

1. a is closed
2. r — [a[r/dt]] is continuous at r = O,

then = al0/dt] < 0 = a < 0.

L —— —————————

Eliminates dt, strengthens the precond.) |



Prototype

Automatic Prover
P

(Whiledt program)

A

VC generator (precondition)
(Frontend, in OCaml) s.t.

b - {A}P{B}

(postcondition)

Symbolic Comp. Engine |-«
(Backend, in Mathematica) |  Totally symbolic

(crucial for transfer)

)

* Fujitsu HX600 with Quad Core AMD Opteron 2.3GHz CPU, 32GB memory.
Mathematica 7.0 for Linux x86 (64-bit)

* ETCS: 40.96 sec.
* Bouncing ball: runs with one manual insertion of invariants Hasuo (NII, JP)



Related Work

%* Deductive Veriﬁca'l'ion of hYbrld SYS. [Platzer, '10] [Platzer, LICS12]

* Automatic prover KeYmaera

* Static analysis techniques

* A LOT in CAV, SAS, VMCAI, ...
* Applied to hybrid systems (w/ diff. eq.)

[Rodriguez-Carbonell, Tiwari; HSCC'05] [Sankaranarayanan; HSCC'10]
[Sankaranarayanan, Sipma, Manna; Formal Methods Sys. Design '08]

* Use of NSA for hybrid systems

[Benveniste, Bourke, Caillaud, Pouzet; J. Comput. Syst. Sci. '12]
[Bliudze, Krob; Fundam. Inform. ‘09] [Gamboa, Kaufmann; J. Autom. Reason. ‘01]

* Continuous techniques applied to discrete appl.
[Chaudhuri, Gulwani, Lublinerman, NavidPour; FSE ‘11]

* Not contending! Combination?

Hasuo (NII, JP)



[/
Today's Talk: standard
textbook
[Winskel]
Framework .o, casn
.y dt dt dt
While Assn Hoare
Programming lang. First-order assertion | Hoare-style program
lang. logic
while (t<a) do {
t:=t+1; Iz (x=2%2z A y=3*z) {A /\ b} C {A}
if ... {A} while bdo c{A A —b}
t

Rigorous semantics by non-standard analysis |

- Hoared : sound and relatively complete

» Program verification/static analysis of hybrid systems

« Actual verification with NSA Hasuo (NII, JP)



Nonstandard Static Analysis:

Conclusions

* Discrete + dt => continuous/hybrid
* Rigorous semantics by NSA

% Deductive verification &
static analysis are still valid

* Stream/signal processing (POPL13),
abstract interpretation (VMCAI'16)

* Pro: everything is discrete
Con: everything is discrete

% Scalability is an issue
=> rather a theoretical vehicle?

ERATO
MMSD

We're hiring

[Suenaga & Hasuo, ICALP’11]

[Hasuo & Suenaga, CAV'12]
[Suenaga, Sekine & Hasuo, POPL13]
[Kido, Chaudhuri & Hasuo, VMCAI'16]

: - ,,

Thank you for your attention!
Ichiro Hasuo (NII, Tokyo)

http://group-mmm.org/~ichiro/



