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Hybrid system falsification of CPS

[Fainekos & Pappas, Theor. Comput. Sci. 2009]

System model M Output M (u)
r Throttle

Brake \ Automatic transmission system (simulink) / Speed RPM Gear \
100 100 140 3000 4
80 80 — 105 2250 3
i » » . : —
20 20 35 750 1 o
0 I () () : 0 0

0 10 20 30 0 10 20 30 0 10 20 30 O 1'0 2'0 3'0 0 1'0 2'0 3'0
\ ) j \ ’ 5 /
Specification ¢

@ = Ojp,301(speed < 100)

Goal: to find an input signal u, s.t. M'(u) ¥ ¢
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Hybrid system falsification of CPS

[Fainekos & Pappas, Theor. Comput. Sci. 2009]

System model M Output M (u)

( Throttle Brake \ Automatic transmission system (Simulink) K Speed RPM Gear |
100 100 140 3000 4
80 80 — ' ' 105 2250 3
60 o 60
70 1500 2 a—
40 40
20 20 ‘ ‘ 35 750 1 o
0 0 Ip——, 0 ob———— o0 —
\o 10 20 30 0 10 20 30 0 10 20 30 0O 10 20 30 0 10 20 30
J / \ ’ ) /

Specification

@ = Ojp,301(speed < 100)

Always for t € [0,30] Speed is below 100

Goal: to find an input signal u, s.t. M'(u) ¥ ¢
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Robust semantics of STL

Specification: ¢ = Opg 301(speed(t) < 100)
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Optimization-based falsification

Falsification Problem is translated into:

L Try minimizing [M (u), @] and finish if [M (u), ¢] < 0 J

Input Uq
Robustness 40
[M (), @]

Speed
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Less robust
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Optimized by
Hill-climbing style algorithms
(HC, SA, GNM, CMA-ES, ...)

Robustness
A




Synthesis is the dual of falsification

Falsification problem

[ Try minimizing [M (u), =] and finish if [M (u), =] < 0 1

‘ M) E—-p © MW E @

{ Try maximizing [M (u), @] and finish if [M (u), @] > 0 J

Synthesis problem
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Conjunctive synthesis

Throttle

0 10 20 30
)

Brake

100
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0

0102030‘

Q= Q1N NPy

System model M

Automatic transmission system (Simulink)

»ﬂ-}

Output M (u)

f Speed RPM

140 3000
105 2250
1500

750

0

0 10 20 30 0 10 20 30
J

Gear\

|-

0 10 20 30

S =~ N W s

Goal: to find an input signal u, s.t. M'(u) = @, A+ A @,
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Example of Conjunctive synthesis

Conjunctive specification gAl: = AT A AT A AT

@17 = Ojoz0(rpm < 2400), @3":= 0o 30)(speed < 60), @3 := O1g30j(gear = 3)

Eventually reach gear > 3
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Example of Conjunctive synthesis

Conjunctive specification gAl: = AT A AT A AT

@17 = Ojoz0(rpm < 2400), @3":= 0o 30)(speed < 60), @3 := O1g30j(gear = 3)

Eventually reach gear > 3

RPM Speed Gear RPM Speed Gear

3000 140 4 3000 140 4
2250 105 3 2250 105 3 |
1500 70 2 1500 70 2 -
750 35 1 a—— 750 35 1 -

0 0 0 0 0 0 P ——r—r—r

0 10 20 30 0 10 20 30 0 10 20 30 0 10 20 30 0 10 20 30 0 51015202530
) ) ) J
a7 : Satisfied @47 : Satisfied @47 : Violated ¢ : Violated ¢47 : Violated ¢4" : Satisfied

|

Satisfying all conjuncts are required
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Challenge: Scale problem

» Usual robust semantics of conjunction

[[]\/[(u), (pAT]] — HM(U), (pr]] M- [M(U), (png]]

Speed Gear Speed Gear

3000 140 4 3000 140 4
2250 105 3 -2 2250 105 3
1500 2 I 1500 2 -
750 1 - 750 1 -

0 7 7 \ 0

0 10 20 30 () 1() 20 30 0 10 20 30 0 10 20 30 o 10 20 30 0 510152025 30
4T : Violated <p2T . Satlsfled 4T : Violated 4T : Violated gozT . Sat|sf|ed 3T : Satisfied

\ ) k )
v v No improvement?
[M (), pAT] = -300 [M(w), pAT] = -300 }/\\/‘ .
N\

" Contribution of small-scale conjunct is masked
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Conjunctive synthesis by constrained optim.

Maximize [M (w), o£T] 1 -1 [M W), 47

/
Maximize [ Choose one conjunct as the optimization target

Subject to
X |
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Multiple constraint ranking

How to effectively search the solution of constrained optimization?
= MCR

« Balances multiple preferences of the solution of constrained optimization
« Objective function, violation degrees, the number of violated constraints

« Scale-invariant
* No hyper-parameter

S. Sato <sotasato@nii.ac.jp>
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Preferred solutions of constrained optim.

Robustness for each conjuncts

@1" (objective) 03" o3’
Uy 1400 -10 -3
Uy 1400 59.9 0 Feasible is preferred
@1 (objective) 03" 0§’
Uy 1400 59.9 -2 Small violation degree
Uy 1400 59.9 -1 is preferred
@17 (objective) 03" Zs
“ 1o 299 0 Large fitness is
Uy -30 59.9 0 preferred
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Formal definition of MCR

For a population X of candidate inputs, one prioritizes individuals u € X by —
Feasibles are always prior to infeasibles
( m .
RVNumy (u) + E RCony(u) (if no feasible solution)
j=2

Fy(u) =<

m .
RObjy(u) + RVNumy (u) + E RCongf(u) (otherwise)
\ J=2

Smaller is better

* RObj compares the value of objective function

* RCon compares the violation degree of each constraints
 RVNum compares the number of violated constraints
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Example: Usual semantics

Robustness for each conjuncts

AT AT AT
2 %) @3
o 1400 59.9 -3
Individual
w 9 2 0
Us -180 2 1
(Naive input) Throttle Brake Speed RPM Gear
100 100 140 3000 4
_ 80 80 - 105 2250 3
ul - 60 60 » M(ul) _ 70 1500 2
40 40 35 750 1
20 20 0 |————— 0 0 [|—p——
0 0 0 10 20 30 0 10 20 30 0 5 101520 25 30
0 10 20 30 0 10 20 30 y )
)
(Almost-satisfying input) Throttle Brake Speed RPM Gear
100 100 140 3000 4
_ 80 80 — 105 2250 3 ]
Uy = 60 — 60 — » M(uZ) - 70 1500 2 -
40 40 35 750 1| -
20 20 0 0 0 t=p—r—r——r—
0 0 0 10 20 30 0 10 20 30 0 5 101520 25 30
0 10 20 30 0 10 20 30 y ;
)
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Example: Usual semantics

Robustness for each conjuncts

@£ (objective) 4T 4T infimum
Individual 1400 59.9 -3 -3 Usual (infimum) semantics
naiviaua :
U, -9 2 0 -9 says Uq is the most preferred
Us -180 2 -1 -180
(Naive input) r Throttle Brake \ r Speed RPM Gear \
100 100 132 2228 g
W= | ; m) M) =] :
40 40 35 750 1
20 20 0 |—— 0 0 mpmp———
\0 s —, , 0 P J \ 0 10 20 30 : 0 10 20 30 ; 0 510152025 30)
(AImost—satiSfying |npUt) r Throttle Brake \ r Speed RPM Gear \
140 3000 4
—_ 128 1(8)8 M —_ 105 2250 3 |
uZ - 60 PR, 60 C— » (uZ) - 70 1500 2 -
40 40 35 750 1 -
20 20 0 0 0 F———r—r
\0 . , 0 A, ) \ 0 10 20 30 : 0 10 20 30 ; 0 510152025 30)
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Example: Calculating MCR

Robustness for each conjuncts

~

)

i’ 03" 4 /F .
Individual 1 400 599 '3 RVNumy (u) + Z;nzz RCon{((u) (if no feasible solution)
Uz -9 2 O - RODjy (u) + RVNumy (u) + Zmzz RCon{((u) (otherwise)
Us -180 2 -1 \_ '
ROij RCO"X2 RConx3 RVNumy Fx
robustness of @47 violation deg. of p4T violation deg. of 4T # of violated constraints
Uq 1st 1400 1st O 3rd -3 2nd 1 7 (=1+1+3+2)
U 2nd -9 1st O 1st O 1st O 5E2+1+1+1)
Us 3rd -180 1st O 2nd -1 2nd 1 3 (=3+1+2+1) _
MCR says U5 is
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Example: Usual semantics vs. MCR

Usual
semantics

MCR

S. Sato <sotasato@nii.ac.jp>

4T 4T 4T infimum
Uy 1400 59.9 -3 -3
U, -9 2 0 -9
Us -180 2 -1 -180
o1 03" 05" Fx
Uy 1400 59.9 -3 7
Us 180 2 1 8 intuition
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MCR for falsification

« Optimization algorithm should be population-based
« We adopt CMA-ES [Hansen & Ostermeier, International Conference on Evolutionary Computation 1996]
« CMA-ES is commonly used in optimization-based falsification

Generation 1 Generation 2 Generation 3

Generation 4

https://en.wikipedia.org/wiki/CMA-ES
S. Sato <sotasato@nii.ac.jp>
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Experimental setting

Model
* Automatic transmission
» Abstract fuel Control
« Wind Turbine
Solver
» Breach (state-of-the-art falsification solver)
« MCR (Breach + MCR calculator implemented in Python)
« Choose each conjunct as the optimization target and report best and worst results

Metrics
« Success rate (per 60 trials)
« Average elapsed time of successful trials

Particularly exhibits
the scale problem
Spec. ID @Y1 w2 Y3 Ya

D[0,30](rpm <p) Ij[o,so] (speed < 60) <10,30] (gear > 3)
AT2 Qlo,29] (speed > 100) 29,30 (speed < 65)
AT3p1,p2 <>[o,m](Speed > p1) D[0,30](fpm < p2)
AFC Os1,50)(mode = 0) 11,20 (mode = 1) Ojo,30] (throttle > 40 => engine < 1000) <10,50)U[0,25) (engine > 1000)
WT ©10,90]0[0,5](0 < 12A15.5 < v <15.95)  Op,90](Mg,a > 47000)  Op,901(2 < 9)

S. Sato <sotasato@nii.ac.jp>
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Experimental results

The choice of

Our approach optimization target

Model Spec. Breach MCR! (best) MCR (worst)
SR time [s] SR time SR time

AT AT15500 58 34.3 60 33.9 60 38.9
AT15400 18 72.7 55 147.0 28 87.3

AT12300 0 — 37 3264 0 —

AT?2 51 245.1 54 3079 43 233.1
AT3g0,4500 60 31.3 60 24.4 60 31.0
AT350.2700 60 108.8 59 127.7 56 157.0

AFC AFC 43 272.4 54  288.2 48 248.3
WT WT 60 175.7 60 174.0 59 180.1

« Largerst success rates are show in blue
« Best combination of (SR, time) is highlighted
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RQ1: Does MCR address the scale problem?

Model Spec. ¢ Breach MCR (best) MCR (worst)
SR time [s] SR time SR time
AT AT12500 58 34.3 60 33.9 60 Breach always failed but MCR
ATl2400 18 72.7 S5 147.0 28 succeeded 37 times (/60)
AT 15300 0 _ 37 3264 . =
AT?2 51 2451 54 307.9 43 233.1
AT3g0,4500 60 31.3 60 24 .4 60 31.0
AT350,2700 60 108.8 59 127.7 56 157.0
AFC AFC 43 2724 54 288.2 48 248.3
WT WT 60 175.7 60 174.0 59 180.1

* Yes. Our approach resulted higher SR in most cases (blue)
« Specifically, the advantage is obvious where the scale problem is more

eminent

S. Sato <sotasato@nii.ac.jp>
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RQ2: How important is the choice of the
objective conjunct in MCR?

The performance of MCR (worst) is comparable or

Breach MCR (best) better compared to Breach in every benchmarks.
Model  Spec. ¢
SR time [s] SR time
AT AT12500 58 343 60 33.9 60 38.9
AT12400 18 72.7 55 147.0 28 87.3
AT12300 0 — 37 3264 0 —
AT2 51 245.1 54 3079 43 233.1
AT350,4500 60 31.3 60 244 60 31.0
AT350.2700 60 108.8 59  127.7 56 157.0
AFC AFC 43 272.4 54  288.2 48 248.3
WT WT 60 175.7 60 174.0 59 180.1

« Abad choice had a negative effect on the performance of MCR
* The effect is not so critical
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Future work and Conclusion

Future work
* A method to choose the good objective conjunct
« Extension to more general form of specifications

Conclusion
* A method solving conjunctive synthesis via
for effective optimization
« Our approach



